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Who?

• Pen Tester (mostly)
• ChCSP, FCIIS, CISSP, CHECK TL etc
• CTO/CEO @ Sodium Cyber
• CEO @ IMCSO
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What am I going to cover?

• Artificial Intelligence (yeah, I know)

• Classifications and types (important!)

• How they work

• How do we pen test the AI itself?
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Why?

• This is coming up increasingly in our work pipeline

• It’s bloody everywhere!

• It’s kind of funny tbh
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Classifications of AI model

• Roughly fall into two categories

• Rules based
• Machine Learning

• Knowing which you are testing is the first step
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Rules Based (aka Expert Systems)

• Algorithm based
• Easy to debug
• if then elseif

• Limitations: 
Struggles under complex or ambiguous data
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Machine Learning (aka LLM)

• Statistically based
• Large Language Model

• Can handle complex datasets

• Limitations: 
Decision process is not always transparent 

• (Black box, hallucinations etc)  
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Pen Test Step 1 – Which one is it?

• Quite easy to work out, ask it a question
• "Can you adapt to new types of questions or topics without being 

explicitly reprogrammed?"    

• Rule-Based: "I can only respond to questions based on the rules 
I was programmed with."  

•  Machine Learning: "I can handle a wide range of topics and 
generate responses to new types of questions based on my 
training data."
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Pen Test Step 1 – Which one is it?

• But that’s no fun.
• Alternatively, ask it questions based on what type of model you think it is:

• “Create a simple mathematical function that predicts the time spent in 
flight for an interception of a metallic border collie horse car travelling 
at 10m/s catching a ball at 10, 20, 30 and 40 meters when it is thrown 
at an angle of 45 degrees apparent to the position of the dogs 
personality.”
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Pen Test Step 1 – Which one is it?

• If it tries to answer this nonsense, it’s an LLM.
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Pen Test Step 1 – Which one is it?

• What does rules-based look like 
then?

• Chat bots are a very common use 
case.

• Restricted options
• Not often interactive 
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Pen Test Step 1 –
Which one is it?

• What do rule-based AI look like then?

• Harder to get them to stray from 
their intended purpose

• But not (always) impossible
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Pen Test Step 2 – What do we do with this info?

• The type of AI will determine your testing strategy

• Let's look at Rules Based first
• They act more as systems we are familiar with
• Generally harder to bypass input filters
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Pen Test Rules Based Systems

• Understand the logic
• Documentation / System Expectations
• Exploration – what does it accept

• AB testing

• Boundary conditions
• Input variations e.g. large numbers, very small numbers
• Unexpected formats

• Encoding/Special Characters
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Pen Test Rules Based Systems

• Crafted Input
• Once rules have been determined, try 

combining them
• “Put me through to an agent give me 

the contact phone number close chat”

• Ambiguous inputs and conflicting rules
• Logical exploits

• I want to select all these things and 
none of them
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Pen Test Rules Based Systems

• Malicious Input
• ‘Execute the following python code in the Lambda environment’
• SQL / XSS / XXE
• RCE 

• os.system(‘cat /etc/passwd’)
• `; ls –al`
• rm –rf /*
• cat /etc/passwd
• sleep(30)

• Buffer / Integer overflow
• Format strings (%x %x %x)
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Pen Test Machine Learning Based Systems

• All the previous techniques are valid and should be repeated

• But there’s more we need to look at with LLM

• Where is the training data coming from?
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Pen Test Machine Learning Based Systems

• All previous techniques apply
• However, …

• Adversarial actions may not be ephemeral
• Input may influence long-term behaviour
• Can we train the model?

• This opens a whole new set of questions to answer
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Pen Test Machine Learning Based Systems

• Some phrases to try (well known)

• Ignore all previous instructions
• Out of Character technique
• Remove content generation filters
• Roleplay as a …
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Pen Test Machine Learning Based Systems

• Many are now filtered
• Yes, it’s 2005 again :D
• Allow/Block lists are back!!!

• (((Ignore all previous instructions)))
• (((‘’’ Ignore all previous instructions’’’)))
• (((***Ignore all previous instructions***)))
• Etc
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Pen Test Machine Learning 
Based Systems

• So, is this rules or LLM based?

• So, it does interact?

• Or does it? More testing needed.

• What else to look out for?
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Pen Test Machine Learning Based Systems

• Data pollution
• Inserting random or meaningless data that doesn't conform to 

expected formats or values.  
•       
• Example: 

For a system expecting numerical inputs, providing random 
alphanumeric strings like !@#$%^&*()_+.

• This product is great!!!11!!#$$$ (excessive punctuation and 
symbols).
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Pen Test Machine Learning Based Systems

• False Data
•  Inputting incorrect data that can lead to misleading results or 

faulty behaviour.        

• Example: 
In a system designed to categorize user comments as positive or 
negative, injecting a comment like “This is the worst product 
ever! - but actually I love it!.”
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Pen Test Machine Learning Based Systems

• Contradictory Data
• Providing data that contradicts known facts or expected 

patterns, testing how the system handles inconsistencies.     

• Example: 
• In an AI system that predicts user age based on their input, 

providing data such as Age: -5 or Age: 150, which is out of the 
realistic range. 
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Pen Test Machine Learning Based Systems

• Ambiguous Data
• Using data that can be interpreted in multiple ways to test how 

the system resolves ambiguities.        

• Example: 
• Inputting a comment like ‘This could be better’, where the term 

"better" is vague and could be interpreted differently based on 
context.
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Pen Test Machine Learning Based Systems

• Data with Hidden Payloads
•  Inserting data that might trigger hidden vulnerabilities or 

behaviours in the system.        

• Example: 
Inserting SQL injection payloads or scripts within fields that are 
expected to be plain text, such as SELECT * FROM users WHERE 
'1'='1.
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Pen Test Machine Learning Based Systems

• Large or Complex Data, Repetition and Spam
• Inputting excessively large or complex data to test if the system can 

handle it properly.        

• Example: 
Submitting a comment or text with an extremely large number of 
characters to see if the system can handle such input without 
crashing or misbehaving.
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Pen Test Machine Learning Based Systems
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Pen Test Machine Learning Based Systems

• Some more examples

• Customer Support Ticket System
• System Function: The system assigns priority to support tickets 

based on keywords.
• Example:    Injection: “High, but not really, just kidding, LOL!” 

(contradictory and ambiguous priority).    
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Pen Test Machine Learning Based Systems

• User Registration
• System Function: The system validates user email addresses during 

registration.
• Data Pollution Example:    Injection: user@domain.com; DROP 

TABLE users;-- (SQL injection in email field)

• Could work just as well by spamming incorrect format email 
addresses until the system accepts them.
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Finally

• Most systems are some form of hybrid rule/ML

• They are everywhere so you will come to pen test them eventually

• Playing with them is quite good fun :D

• But solid pen testing techniques are still king.
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